
M United States Patent and Trademark Office 
■ 



UNITKO STATES DKPARTMKNT OK COiMMKKCK 
United States Fiitent iiiui Tnidemark Ottlce 
Atldrcss: COMMISSIONER FOR PATENTS 
P.O. Box 1450 

Alexandria, Virginia 2231.^-1450 
www, itspto.gov 



APPLICATION NO. 



FILING DATE 



FIRST NAMED INVENTOR 



ATrORNEY DOCKET NO. [ CONFI RMATION NoT 



09/786.164 



05/24/2001 



7590 



03/29/2004 



John M Harrinton Esq 
Kilpatrick Stockton LLP 
1001 West Fourth Street 
Winston -Salem, NC 27101-2400 



Jens Hake 



04851/ 



4082 



EXAMINER 



FAKKIIONDAR. FARiMA 



ART UNIT 



PAPER NUMBER 



2681 

DATE MAILED: 03/29/2004 



Please find below and/or attached an Office communication concerning this application or proceeding. 



PTO-90C (Rev. 10/03) 





Application No. 


Applicant(s) 




Office Action Summan/ 


09/786,164 


HAKE ET AL 




Examiner 

Farima Farkhondar 


Art Unit 

2681 
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Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION, 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
* earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1 )□ Responsive to communication(s) file(J on . 

2a)n This action is FINAL. 2b)I3 This action is non-final. 

3) n Since this application is in condition for allowance except for fomrial matters, prosecution as to the merits is 

closed in accordance with the practice under Ex pa/te Quayle, 1935 CD. 11, 453 O.G. 213. 
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4) 13 Claim(s) li8 is/are pending in the application. 
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Application Papers 
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DETAILED ACTION 



Claim Rejections - 35 USC § 103 



1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over Mill, 
Jr., US Patent 6665529, in view of , Tatebayashi, US patent 6009174. 

Regarding claim 1 , Mills discloses a procedure for the Increased security of 
authentication process in digital mobile radio systems is characterized by secret SIM- 
specific code (Kl) that are stored in the mobile radio network and In the subscriber 
identification module (SIM) (column 6, lines1-3); storing one secret code for the 
execution of the authentication between subscriber identification module and the mobile 
radio network of the SIM from stored secret code (column 6, lines 1-10). Mills does not 
disclose storing several different secret codes and one code (Kl) that is selected for the 
execution of the authentication. However, Tatebayashi discloses storing several 
different secret codes and one code (Kl) that is selected for the execution of the 
authentication (abstract - lines 2-4). Therefore, at the time of invention, it would have 
been obvious to a person of ordinary skill in the art to modify Mills, with the above 
teachings of Tatebayashi, in order to prevent third parties from decoding the secret key 
and allows communication to be continued without having to provide a new secret key 
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even when of the secret keys has been leaked or decoded (as suggested by 
Tatebayashi - column 1 , lines 43-49). 

Regarding claim 2, the combination of Mills and Tatebayashi further discloses the 
selection of the code (Kl) by the subscriber identification module (SIM), according to the 
random principle (Tatebayashi - column 7, lines 34-46). 

Regarding claim 3, the combination of Mills and Tatebayashi further discloses the 
procedure is characterized by the mobile radio network that, with special algorithms 
under specification of a random number (RAND) determines a SRES/KC-pair for all 
SIM-specific codes (Kl) forming, with the respective RAND, RAND/SRES/KC-triplets 
(Mills - column 5, lines 55-67). 

Regarding claim 4, the combination of Mills and Tatebayashi further discloses the 
formed RAND/SRES/KC-triplets that are stored in the mobile radio network (Mills - 
column 5, lines 43-54). 

Regarding claim 5, the combination of Mills and Tatebayashi further discloses the a 
RAND of one of these triplets, that is sent to the subscriber identification module from 
the mobile radio network to initiate the authentication (Mills - column 6, lines 55-63). 
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Regarding claim 6, the combination of Mills and Tatebayashi further discloses the 
subscriber identification module that calculated the corresponding values for SRES and 
KC by the transmitted RAND and the selected code (Kl), and sends the determined 
answer to the mobile radio network (Mills - column 6, lines 55-63). 

Regarding claim 7, the combination of Mills and Tatebayashi further discloses the 
comparison made to verify agreement or conformity of the received SRES with all of the 
stored SRES for the utilized RAND in the mobile radio network (Mills - column 6, lines 
55-63). 

Regarding claim 8, the combination of Mills and Tatebayashi further discloses the 
mobile radio network and the SIM, which is used to encode the transfer or transmission 
of the matching SRES corresponding KC (column 6, lines 1-10, and lines 57-58). 

Conclusion 

1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: 

US patent 6058477, Kusakabe et al., System and method For Authentication, And 
Device And Method for Authentication. In authentication using a plurality of cipher 
keys, the authentication time is shortened. In the case that an encipher key to 
encipher key are required to take an access to each area out of the area to area in a 
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memory of an IC card, a plurality of areas to have an access is informed to the IC card 
from a reader writer, a plurality of cipher keys corresponding to these areas (for 
example, cipher key 1 , cipher key 2, and cipher key 4) is read out, and reduction 
processing section generates one reduction key from these cipher keys. 

US Patent 5887251, Fehnel, Authentication key management for Mobile Stations. 
The invention allows a mobile station to receive a command entered by a user for 
selecting among a plurality of possible values for an authentication key (A-key) stored 
in its memory, including a default value, a random value and a custom (user-defined) 
value for the A-key. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Farima Farkhondar whose telephone number is 703- 
305-6285. The examiner can normally be reached on 8:00 to 5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Erika Gary (703-308-0123) or Nguyen Vo (703-308-6728) can be reached. 
The fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Farima Farkhondar-Tonsey 
Examiner 
March 18, 2004 
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PRIMARY EXAMINER 



